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Exploitation Techniques

= Shellcode
= Ret2PLT
= ROP
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Shellcode

« &shellcode

Shellcode

» Saved Instruction Pointer (SIP)

= Function Pointer

Jmp/call/ret
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Ret2PLT — RET/JMP

Bash Code

Stack
Pointer

¢ &system() .

System@PLT

= Stack

RET/IMP




Ret2PLT - Call

Stack 2ar
: I
System@PLT

Bash Code

Call




ROP — ROPChain on stack

ropdata

Stack ropdata
Pointer

Gadget(s)

JMP/RET/CALL
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ROP — ROPChain on heap

RAX ROPChain

JMP/RET/CALL
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ROP — ROPChain on heap

RSP ROPChain

JMP/RET/CALL
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