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Browser security

Browser code size
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Browser Security

Browsers:

Similar size like an OS

Support a shitload of file formats (PDF, GIF/PNG/JPEG, SVG, ...)

Can “upload” your own code (Javascript) to be executed!
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Firefox Rant

Rant: Firefox (2016)

Good:
 Full ASLR

 (Except on OSX for 3 years… and nobody noticed)

Bad:
 No Sandbox (yet)

 No 64 bit (yet)

 No process-per-tab (yet)

 No (professional) source code auditing / SDL

 No (professional) fuzzing

 Lots of untrusted, unaudited 3rd party addons, extensions etc. 
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Firefox Rant

Rant: Firefox (2017)

Good:
 Full ASLR

 (Except on OSX for 3 years… and nobody noticed)

Bad:
 No Sandbox (yet) -> “will be released soon” (since 3 years)

 No 64 bit (yet) -> 64 bit exists, but default is 32 bit

 No process-per-tab (yet) -> “will be released soon”

 No (professional) source code auditing / SDL

 No (professional) fuzzing -> More fuzzing is being done.

 Lots of untrusted, unaudited 3rd party addons, extensions etc. 

But: The Firefox rendering engine (Gecko) will be replaced by Servo, written 
in Rust!
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Firefox Rant

The history of “secure browsers”
 Some “secure browsers” completely disabled Same-origin-policy, ASLR, DEP etc. 

 Making them the most insecure browsers EVER

My professional opinion:
 Most secure: Chrome, Edge

 Close: IE11

 Don’t use: Firefox (sorry), or any other browsers (Safari, IE8/9)

 Really don’t use: Torbrowser

 Based on Firefox ESR (Long term support)

 Every Torbrowser version therefore contains dozens, if not hundreds of publicly 
known exploits

 Monocolture…
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Firefox Rant

2014: George Hotz (geohot, wrote first PlayStation 3 and iOS/iPhone Exploits) 
wrote the first Chromebook Exploit for pwnium. And:

“Before pwnium, I had a few days extra, so I figured, why not try 
Firefox. Firefox, at least ca 2013, was about on par with a 
hard CTF problem. It took my 24 hours. 24 hours, full 0-day in 
Firefox. 
A lot of people use this browser. Don’t use it. Use Chrome.”

USENIX Enigma 2016 - Timeless Debugging
 https://youtu.be/eGl6kpSajag?t=178

https://youtu.be/eGl6kpSajag?t=178
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Firefox Rant

Even the FBI has Firefox Exploits…
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© Compass Security Schweiz AG Slide 12www.csnc.ch

References

Look Mom, I don’t use Shellcode
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