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Slides based on excellent presentation:
“Modern Exploit Mitigations”, Swiss CyberStorm 2017

“Compilers, Memory Errors and Hardening Techniques”

4+ https://www.ethz.ch/content/dam/ethz/special-interest/infk/inst-cs/Ist-
dam/documents/Education/Classes/Spring2016/2810 Advanced Compiler Design/Sli
des/20160518 advanced compiler design.pdf

Both by:
4+ xorlab (ETH Spinoff),
4+ Matthias Ganz & Antonio Berresi



https://www.ethz.ch/content/dam/ethz/special-interest/infk/inst-cs/lst-dam/documents/Education/Classes/Spring2016/2810_Advanced_Compiler_Design/Slides/20160518_advanced_compiler_design.pdf

Exploit Mitigations

Exploit mitigations since the 90s

Control Flow

SECURITY

/GS SEH Overwrite vtguard SIS;J:lrd
Win8 + IE10 +*
The Anderson Report P Heap~ | 0P e Return Flow
spraying in ROPGuard Guard
Morris browsers ROP cop Memory
' Protector &
Worm Stadquard ASLR ASLR Win8 Isolated Heap CIG
ret2libc | Linux ) | ACG
Ad d Windows «Sandbox» IE
Va.nce DEP Vista EMET Win32k lockdown +
Smashing ret2libc Lin + Win —_— Nozzle App Container
PaX ASLR ENY  heap
the stack XP SP2 levels e Fully enforced MemGC
/GS Windows Vista Protection ASLR IE/Edge
PaX /SAFESEH |
PAGEEXEC | | |
’ EMET 5.52
| ‘ | | | ) >
1972 1988 1996 2000 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17
O W chanCh ................................................................................... 5||de3 .........



SECURITY

Hardening value chain

Application

Static analysis specific
Emit mitigations
Secure coding additional Process
/ awareness guards
Dynamic
Code reviews Add security analysis
relevant Run-time  EESSiim | Hardened
information Security hardening Run-time libraries run-time
testing libraries

Operating system

Monitoring,
policies, access

Hardware control

Compiler &

— Linker — Bi nary

HW support
for security &
hardening
features

© Compass Security Schweiz AG www.csnc.ch Slide 4




Hardening value chain

Compiler
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Spatial vs. Temporal
SECURITY

Types of memory errors

Spatial error Temporal error

*ptr > [out of bounds]

Array / Object Array / Object
start > *ptr >
* De-reference pointer that « De-reference pointer to
IS out of bounds freed memory
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Out-of-bounds bugs / Buffer overflows

Types of bugs

« On stack or heap

Dangling pointer / Use-after-free
* Integer bugs, signedness bugs
 Format string bugs

* Uninitialized memory

« NULL pointer dereference
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Attack types

« Code corruption attack
- Control-flow hijack attack
« Data-only attack

« |Information leak
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